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One of the keys to survivability on the modern battlefield is command, control, 
and communications (C3). A way the U. S. Army can improve its C3 is to exploit its 
technological advantage in the area of communications. Computers and 
telecommunications are reshaping our whole society in ways which will inevitably 
extend to the battlefield. The interactive effect of automation and communications will 
fundamentally alter the way commanders approach their -decision-making 
responsibilities. Our current technology can enhance the decision-makers ability to 
rapidly process and distribute critical battlefield information with reliability and 
accuracy. Until recently, there was little effort to infuse new technology into 
operations at the Battalion level and below. The concept of the Battlefield 
Management System (BMS) will provide the integrating tool which will automate this 
level of operations (the tactical level) on the battlefield. . • 

The proposed design of BMS as an electronic information gathering, processing, 
and distribution system, capable of handling real-time information in a responsive 
manner, is one such application. The technology which makes this feasible exists 
today, however, no definition of the parameters required to support the passage of 
Company-level tactical information, and to focus this application, have been 
established. The objective of this thesis was. to quantify a minimum acceptable bound 
on the data bit (i.e., memory size) and the data bit rate (i.e., the speed with which a 
microprocessor will need to transfer the information) for BMS by structuring the voice 
communications architecture of a sampled unit conducting tactical exercises at the 
National Training Center (NTC). Additional emphasis was placed on developing a 
methodology for the efficient use of the communications tapes recorded at NTC in 
research and analytical efforts. Having derived the digital specifications from the 
maximum voice requirements, it was possible to quantify the positive impact BMS 
might have during a high intensity tactical situation. 

The major conclusions reached in the thesis indicate that the application of 
digital equipment to solve battlefield reporting and information processing 
requirements is a realistic, obtainable goal, and should be pursued. Getting a digital 
system into the hands of its future users is essential to the ultimate realization of BMS 
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by allowing users to incorporate a degree of this technology into current training. 
Finally, the information requirements as exhibited by the activity on a voice net do not 
pose an insurmountable challenge with regard to the capabilities of microprocessors 
currently available nor do the information requirements impose any undue 
architectural requirements in terms of the size of random access memory (RAM) 
required. The struggle to communicate digitally will be driven by the graphical 
requirements and not the voice requirements. 
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I. INTRODUCTION 



It is proposed that current information gathering and distributing methods 
(commonly called 'reporting procedures') on the battlefield are slow, inadequate, and 
man-intensive when compared with the information gathering and distributing methods 
possible if existing technology were to be utilized to accomplish the same mission. The 
application of computer-based technology to the manner and method of our current 
reporting procedures would greatly simplify the process, provide a substantial increase 
in the speed of reporting, and significantly improve the accuracy, timeliness, and 
integrity of information problems which are a direct result of 'the way we do business' 
today. Part of the process in applying existing technology has to do with determining 
a minimum acceptable bound on the speed with which a digital information gathering 
and exchanging microcomputer will need to process and disseminate battlefield 
information at the company level in a given tactical situation. The technology which 
makes' this feasible exists today, however no definition of the parameters required to 
support the passage of company level tactical informarion and to focUs this effort have 
yet been established although several good starts are underway. 1 The U. S. Army's 
AirLand Battle Doctrine requires, among other things, that U. S. Forces sense, 
understand (analyze), and decide faster than the enemy can, and execute a coordinated 
proactive attack upon an enemy force who is still in the initial stages of executing his 
decision, and whose forces are not properly arrayed for combat [Ref. 1: p. 24ff]. This 
doctrinal statement of intent is, not surprisingly, a precursor to initiatives in technology 
and industry, and the maneuver-related communications aspects of the technologically 
feasible portions of this doctrine at the Battalion level and below is being developed 
under the title of the Maneuver Control System (MCS), of which the Battlefield 
Management System (BMS) is a part. It is in the area of defining and sizing the 
information requirements that this thesis will make its greatest contribution. The 



HVork at the Communications and Electronics Command (CECOM) at Ft. 
Monmouth. NJ. and at the Signal Center at Ft. Gordon. GA. is underwav to define the 
basic information flow in order to support a systems design decision, but their 
perspective is at the. Corps and Division level. The onlv place where a Battalion level 
and below analvsis is occuring is at the Directorate of Combat Developments at Ft. 
Knox, KY. 
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motivation for this focus was driven by the declaration in Reference Two. page Bo. 
that the data requirements to support the passage of Platoon-level information were 
unknown. It was this unknown that this thesis will quantify. 2 

A. AIRLAND BATTLE OVERVIEW 

1. Doctrinal Evolution 

The relationship between doctrine and experience is a dynamic one. which 
results in experience being functionally linked to an industrial response through our 
doctrine. Our experience, and the experience of others, influences our doctrine, and it 
is our doctrine which sets the requirements for industry'. The AirLand Battle doctrine 
is no different. The doctrinal expression summarized by the AirLand Battle has, as its 
roots, a visible logical connection with the U. S. Army's experience in Vietnam. The 
characteristics of that conflict (mobility, firepower, air superiority, lack of clearly 
defined enemy, immediate command presence at the battlefield) 3 drove the industrial 
expansion .in areas which sought to maximize our effectiveness, in these same areas 
where light, air-mobile forces were the preferred means of fighting the battle in a low- 
intensity conflict. One link, the blurring of the traditionally linear battlefield, began 
here [Refs. 3, 4. 5.6,. 7, S]. Following Vietnam, the doctrine of the Active Defense 
expressed the U. S. Army's definition of the way it saw to best defeat an enemy force 
capable of attacking anywhere at will, one whose numerical superiority required a 
reflexive and responsive reaction on our part. It was an effort wherein U.S. Forces 
traded ground against the enemy's strength and attacked his weaknesses. . 

It was at the time of the U. S. Army's formal adoption of the Active Defense 
that the Arab-Israeli wars in the 1970's began. These conflicts can be characterized as 
conflicts of heavy (mechanized) maneuver, firepower, and leadership-involvement, 
wherein the requirements for both offensive and defensive weapons systems capable of 
deep armor thrusts and of defeating such a thrust, were once again employed 
[Refs. 9,10]. These conflicts validated the maneuver warfare orientation of our doctrine 
but refocused our need to realize the same objectives in countering a heavily armored 
threat in an European scenario with an armored and mechanized (heavy) force. 

2 As explained in Chapter Four below, NTC tapes of the Platoon-level specificallv 
were not available for research, so the authors focused their studv at the Companv- 
level, capturing the reflection ol the platoon nets as heard on the company nets. 

3 These characteristics appear to be the common consensus derived from several 
sources, some professionallv presented and pro-U.S. involvement in Vietnam, others 
less so. some written bv Armv Officers, some by observers, and some are somewhat 
more colloquial. 
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Correspondingly, the weapons which the U. S. Army purchased were either armored or 
capable of accurate, long-range, lethal anti-armor target destruction, and were mobile, 
reflecting our commitment to this type of warfare. 

The Active Defense became the Extended Battlefield, then the Second Echelon 
attack. 4 The awareness of our need to fight in something other than the linear 
battlefield is expressed in these doctrinal titles as the U.S. Army attempted to initially 
define the problem and express its solution in tactically and technologically feasible 
terms. The AirLand Battle doctrine represents that umbrella concept under which the 
utilization of our modem systems are to be exploited. In fighting both an immediate 
attack and a coordinated long-range, disruptive attack. U. S. Forces intend to deny the 
initiative and freedom of movement from the enemy, delay the arrival of his follow-on 
forces in the time and strength originally intended by the enemy, and maintain control 
of the battlefield through proactive maneuver warfare which recognizes enemy 
intentions before he executes them and defeats him before he is able to sufficiently 
organize his assets. Time-sensitive decisions, made at all levels of command, compete 
for limited resources in defeating an enemy force. The allocation of these resources 
reouires accurate information from the lowest possible echelon involved in the fight.- 
and this thesis will focus on defining the Company-level tactical information 
requirements as depicted by two Battalion Task Forces at the National Training Center 
(NTC). 

2. Technological Advances 

The implementation of the AirLand Battle doctrine presupposes an effective 
and efficient communications system. Current doctrine calls for U. S. combat forces to 
maintain the initiative on the battlefield, function (look and fight) in depth in both time 
and distance, demonstrate agility against a numerically superior force, and operate 
together synchronously so as to achieve a synergistic effect far greater than the mere 
sum of the effects of the individual units on the battlefield [Refs. 11,12: pp 1 - 24], To 
this end, important advances in firepower, mobility, and survivability have been 
introduced and fielded in the past ten years. In the area of firepower, the weapons on 
the battlefield today exhibit an increased probability of hit, carrying an increased 
payload over an increased distance in both direct fire and indirect (Ire weapons systems. 
The weapons platform itself is more capable and stable, and we can achieve increased 

technical terms taken from the article by Major Chess Hess, appearing in the 
June 1986 Command and Control Microcomputer Users Group (C2Mug) newsletter. Ft. 
Leavenworth. KS, Vol V, No. 5. 
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armor penetration through increased gun size, increased muzzle velocity and better 
munitions. We are deploying munitions capable of attacking the weaker top armor of 
enemy tanks, and are exploring the usefulness of tandem warheads to degrade enemy 
armor upgrades. We have increased the accuracy of our target acquisition, 
identification, and designation systems (whether thermal, optical, electromagnetic or 
visual in origin), we employ remotely piloted vehicles (RPV) and smart munitions, and 
entertain ideas of controlled nuclear warfare heretofore undefined. Finally, we are 
exploring the utility of electromagnetic tank guns and hypervelocity missiles for use on 
the next battlefield. 

In the area of mobility we have realized a greater than proportional increase 
in engine power and performance as compared to increases in vehicle weight, and have 
reduced the ground pressure per inch requirements of our vehicles through improved 
suspension systems and better weight distribution. We have generally increased the 
cruising ranges of our combat and combat support vehicles, and have significantly 
increased our night-fighting and all-weather combat capability. The weather and 
daylight constraints which hampered our previous warfare are diminishing. 
Additionally, we have increased our utilization and development of the helicopter in 
combat and combat support operations, overcoming the constraints of terrain imposed 
upon ground mobility systems. 

In the area of survivability, we have increased the level of performance of our 
armor (whether spaced or reactive-armor) by increasing its roundrdefeating and crew- 

protecting capabilities. We have increased the mobility of our vehicle fleet across the 

, _> 

board, which is a significant contribution to survivability itself. Efforts are underway 
to reduce the crew-size on our combat vehicles through advanced vetronics. which 
further improves crew survivability. NATO-interoperability and commonality of repair 
parts are additional factors strengthening our combat force. Additionally, we have 
increased our electronic-warfare capabilities (both offensively and defensively), we have 
increased our battlefield engineer capability to canalize and slow the enemy while at the 
same time improving our obstacle-breeching capabilities, and are restructuring our 
logistical resupply procedures in both doctrine and with more capable vehicles in order 
to increase the efficiency and throughput of the resupply process. Finally, 
improvements in fire suppression (dual-spectrum fire sensing and suppression systems) 
further guarantee the survivability of our combat vehicles and crews if they are hit. 
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3. A Perspective 

However, the bane of these advances upon which AirLand Battle doctrine 
depends is that the same improvements are occuring in our opposing forces units. 
Additionally, the technological advantage U. S. forces enjoy is insufficient to overcome 
the massed firepower, personnel, and munitions which the Warsaw Pact Forces can 
bring to bear at a critical point on the battlefield [Ref. 13]. Soviet doctrine emphasizes 
mass, momentum, and continuous combat in an attempt to fix friendly forces, create a 
breakthrough, and then exploit it while continuing a high rate of advance towards its 
objectives [Ref. 12: pp. 5ff.]. This combat is also extended in depth in both distance 
and time as Soviet Forces utilize their airborne/airmobile forces to disrupt friendly 
operations in 'the rear area. They, too, recognize that it is possible for them, in the 
event of war, to "extend immediately active combat operations not just to the border 
regions, but to the whole of the (enemy's) territory, which was not possible in past 
wars" [Ref. 14]. Additionally, their operations will be facilitated by shorter supply lines 
and closer supply sources. We will not enjoy the luxury of time afforded us in the past 
by our allies who absorbed the initial enemy attacks, permitting us sufficient industrial- 
base planning and preparation, population mobilization and training prior to entering 
the war, finally bringing the weight of our advantages and skill to the battlefield after 
the onset of hostilities during which our enemies have begun to deplete their resources 
prior to our arrival. 5 The disposition of our forces is different now than they were 
'then'. We are now faced with a 'come as you are' war. and it is to a brief overview of 
existing battlefield communications that we now turn. 

B, AIRLAND BATTLE COMMUNICATIONS 

1. The Use of FM Communications 

The combat force multiplier which links the entire scheme of maneuver is the 
communication system, and- it is in this arena that BMS provides a significant 
improvement over existing FM voice communications. Little has been done at the 
battlefield level since World War II to improve communications. While improvements 
in the methods, means, and protocols have been implemented at higher levels of 
command (Corps-level Tactical Satellite Links, Corps-level Tactical Record Traffic 
Facsimile, Corps-level Command and Control Information System (CCIS). Mobile 
Subscriber Equipment (MSE)), FM voice is still the primary means of communication 

■A similar note of caution is expressed bv Lt. General Robert W. RisCassi. on 
page 193 ot the annual Army 'Green Book', October 19S6. 
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at the tactical level. The same conclusion is drawn in Reference 15. page 2-2. But FM 
voice is no longer the effective tool it once was. given the changes which have occured 
on the battlefield with respect to the requirements of U. S. Forces (particularly at the 
Battalion-level and below) to coordinate an array of (limited) resources controlled at 
different echelons of command, and with regard to the current capabilities of the 
Warsaw Pact Forces. It is subject to interference, attenuation, and bleed-over from 
stations on adjoining nets, especially in a hostile environment where the enemy is 
seeking to denigrate your communications capabilities through jamming, and to target 
you for his next artillery mission through his radio direction finding (RDF) measures. 
Additionally, because it is slow, neither is FM voice a suitable medium to handle the 
the volume of information required during normal tactical operations: typical U. S. 
Forces Tactical Operations Standard Operating Procedures (SOP's) specify elaborate 
schemes of hand-carried hard copy reports to overcome the obvious shortcomings and 
signature of FM voice single-channel communications. However, this creates a 
significant time gap between when events actually occur on the battlefield and when 
they are recorded at higher Headquarters as having occured with the result that 
Battalion and Brigade commanders display and work with outdated information as tney 
make decisions and finalize future plans. The link upon which successful execution of 
our combat plans is now the weakest link in the implementation of these same plans, 
namely, our current communication system. See also Reference 16. pages 2 and 
following. Another solution to battlefield information reporting must be developed in 
order to maximize what few technological advantages remain ours. The same 
conclusion is drawn in Reference 12, pages 23 and 24, and Reference 15. pages 2-1 and 
2 - 2 . 

2. The Use of The Battlefield Management System (BMS) 

BMS is a computer-assisted, distributed command and control device focused 
at synchronizing the five points of the SIGMA STAR (fire support, 
intelligence/electronic warfare, maneuver, combat service support, and air defense 
artillery) at the Battalion-level and below. It is designed to assist in the coordination 
of the battle by helping decision-makers at the Battalion-level and above decide where 
and how to best allocate limited resources, based upon the most accurate and most 
timely information possible from the Battalion-level and below, which BMS will 
provide. Ultimately, BMS will speed up the decision cycle of commanders on the 
battlefield, compressing the time it takes him to reach a conclusion and then 
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communicate that conclusion to his subordinates. It gives commanders the ability to 
anticipate his own needs, and plan proactively for them, instead of merely reacting to 
them as they arise on the battlefield. Control, integration, and synchronization of 
assets on the battlefield will be enhanced through BMS. 

It is the goal of the BMS to provide the integrating tool which will automate 
some standard inputs to many recurring reports (such as unit identification, location, 
status reports on fuel, ammunition, personnel, orientation, and current activity) and 
facilitate collection of the remaining few inputs so that report-generation time is 
drastically reduced and simplified. This will provide for accurate information being 
accessible where it needs to be, on time, up-to-date, and will help realize and 
coordinate the AirLand Battle doctrinal objectives. But without a significant 
improvement in the manner in which we think about how we communicate, it is the 
authors opinion that AirLand Battle Doctrine may not be fully realized. See also 
Reference 17 and the article in Reference 18. 

C. THESIS OVERVIEW 

The primary focus of this thesis is to quantify a minimum acceptable bound on 
the data bit and data bit rate required for a system such as BMS in order to provide a 
magnitude of order scale on the capabilities of any microprocessor for BMS. To this 
end,- Chapter Two will outline existing methods which strive to improve 
communications and to report accurate information on the battlefield and will discuss 
the shortfalls of the most recent ones in light of the desired capabilities of the 
integration available in a full-scale,, fielded BMS system. Chapter Three will provide 
some background on BMS as a whole: where the ideas began, how has BMS evolved 
over time, and what is currently expected in the BMS package. Chapters Four and 
Five will detail the assumptions and methodology which framed our research effort to 
establish the validity of our basic model upon which the data bit and data bit rates 
depends. Chapter Six will describe the raw data obtained from actual FM -voice tapes 
of units at the National Training Center (N'TC), Ft. Irwin, CA. which was our data 
base, and will explain the data reduction methods and the variables utilized in 
modelling the information flow of US maneuver units in (simulated) combat. Chapter 
Seven will then define the requirements for the passage of battlefield information given 
the actual voiced-based information (low obtained and the model described earlier. 
Chapter Eight will digitize the voice-based requirements in order to establish the data 
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bit and data bit rate minimum acceptable bounds, and will explore the impact our 
derived requirements will have upon architectural (or technological) decisions, such as 
microprocessor data transmission requirements, and memory requirements for 
imbedded reports. Chapter Nine will explore the potential advantage which may have 
been realized had one of the units at XTC had BMS available to them during the 
conduct of their fight, and will attempt to depict the increased combat effectiveness and 
realization of AirLand Battle objectives which are inherently potential with BMS. 
Chapter Ten will summarize our conclusions and will present our recommendations for 
the implementation of BMS. We presume that a fully mature system will not be 

v 

fielded at the outset, but that the capabilities for the mature system must be. We will 
provide comments on the direction of growth which may yield the most immediate gain 
and productivity. This will be followed by the appendices and a detailed bibliography. 
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II. MODERNIZATION OF THE BATTLEFIELD 



A. PRESENT COMMUNICATIONS IMPROVEMENTS 

The U. S. Army has, in the most recent ten years, attempted to 'modernize the 
battlefield' by applying mature computer technology towards overcoming some of the 
long-term problems that have plagued our maneuver forces reporting capability. While 
the advances in firepower, mobility, and survivability (described above) have largely 
been mirrored in the Warsaw Pact Forces, our recent advances in computer-assisted 
communication programs have not. A brief discussion of the most recent attempts 
follows. 6 Our analysis will describe the newest systems which are currently fielded, or 
are programmed for fielding, but will ignore the large field of candidate systems still 
■competing for utilization by the Army. 

1. Satellite Communications 

The tactical satellite multichannel terminal, anti-jam protected link, operating 
on a super high frequency (SHF), is known as the AN TCS-S5(V")2. It operates within 
the 225 to 400 MHz bandwidth in a single-channel configuration, and in the 7250 to 
S400 MHz bandwidth in the multi-channel mode. Access to this device- is provided to 
units down to the Brigade level. The system provides an increased data flow capacity 
and a highly reliable microwave line of sight link capable of operating over a greatly - 
extended range without the need for a relay station. It is one of the primary methods 
used to link with the strategic communications system, and thereby relay information 
to decision-makers at the national level. In addition, it provides the capacity to 
designate one station as a multiplexor to link up to four other stations in a full-duplex 
mode so that broadcasting techniques and 'conference calling' can be used to provide 
those users with simultaneous information access. This flexibility alone is a significant 
improvement over older closed, non-expandable half-duplex satellite communications 
systems. It is capable of operating in the secure, non-secure, or pulse code modulated 
(PCM) mode, at a rate of 16 thousand bits per second (which is the maximum capacity 
for SINCGARS, see below), so that it is compatible with any communications system 

6 The failures, such as the enormous undertaking attempted in the Tactical 
Operating System (TOS). will not be examined unless suitable in demonstrating a 
problem area to avoid, i.e., unless they provide a 'lessons learned' principle for this 
context. Additionally, those computers specificallv linked to a weapons svstem to 
assist. in target acquisition (like the Short Ranee Air Defense (SHORAD) svstem. or 
the Air Defense Anti-Tank (ADATS) System), will not be discussed. 
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which Brigade sized units typically employ both now and into the near future. It will 
support up to 96 voice and data channels of pulse-code modulated (PCM) data on a 
single SHF frequency. While meeting the needs of Brigade and higher commander's, 
this system does nothing to facilitate the collection and reporting of information at the 
battlefield level. 

2. Facsimile (AN/GXC-7A) 

The tactical facsimile equipment (AN GXC-7A) was fielded to primarily assist 
commanders at all echelons from the Battalion on up in exchanging graphical 
information (such as front line traces and other tactical planning overlays) and 
extensive numerical information (such as air and artillery target lists, unit locations, 
resupply points, etc...) by a secure means, using existing FM radios and encryption 
(secure) protocols, and to reduce their dependence on air or surface messengers, 
particularly to dispersed or isolated units. It is a flexible and rapid 7 system designed to 
overcome the problems of the existing teletype equipment. This older teletype 
equipment did not permit the exchange of maps, graphs, overlays, or charts at all. 
except by default (i.e., by a messenger system, ground or air, which induced an inherent 
time delay and an element of insecurity). The teletype equipment required the operator 
to re-enter the desired information again, textual or numeric only, thus increasing the 
possibility of inducing error and adding a time delay into the communication process. 
By contrast, information received by the facsimile is automatically - capable of 
immediate retransmission to all units similarly equipped, from the Battalion through to 
Corps levels. Additionally, the facsimile does not require a dedicated operator, thus 
freeing up a soldier from the restrictive and time-consuming job of running a teletype 
machine. The problems of teletype inefficiency, its time and people requirements, as 
well as its being a source of delay and of inducing error into the system have all been 
eliminated by the successful fielding and continued utilization of the facsimile 
equipment. The major objection with this equipment is that it is too large and weighs 
too much to be used within each combat vehicle that the U. S. Army operates. Other 
man-machine interface issues (how to input data, the battlefield constraints of 



'Up to five times faster than the teletype equipment it was replacing, according 
to an article published in FC 101-34. Command And Control On The Air Land 
Battlefield . Selected Readings^ page 556, published by the Command and General Staff 
College. Fort Leavenworth. k5. Tune 1 9S4. 



temperature and dirt, among others) also prohibit its direct utilization as a viable 
solution to the existing problems associated with battlefield-level command and 
control. 

3. TACFIRE 

The most recent and most technologically advanced piece of equipment fielded 
through the Field Artillery' channels to support the maneuver commander is known as 
TACFIRE, and is based upon 1950's technology. It is a digital information reporting 
device with subcomponents which will compute individual quadrant and elevation 
solutions for each gun in a battery, and which provide a means to record all fire 
missions requested and shot (i.e., it has an archival record storage capacity). 
Additionally, it permits the Fire Support Officer (FSO) to assign and change priorities 
to fire missions and targets in order to respond to changing requirements on the 
battlefield. It utilizes an end-to-end message acknowledgment system to verify that 
what was sent is what was received, and permits the simultaneous integration of up to 
eight different reporting units (nets). While promising to improve field artillery 
responsiveness to maneuver commanders at the Battalion level, TACFIRE is 
unfortunately plagued with peripheral problems caused by its being reliant upon the 
existing (old) radio communications network to transmit its digital messages. "Its 
operational requirements do not conform to the operational realities of U. S. Forces in 
the field which correspondingly detracts from its utility and potential positive impact. 
These requirements include a necessity for a very finely tuned radio frequency niatch 
between reporting units to within one Hertz. While theoretically achieveable, the 
reality of the situation is that the radios in use now are approximately twenty years old 
and are so worn that adjustments made to such a fine specification do not long retain 
that adjustment. When that happens, communications cease. Additionally, since the 
keying time of passing digital information is much shorter because it is faster than 
passing the same information by voice, the cooling fan of the radios involved often do 
not activate in order to cool the radios, which results in over-heated (i.e., inoperative) 
radios, and, once again, communications cease. It is hoped that the fielding of the new 
family of radios (SINCGARS. see below) will resolve these problems and permit 
TACFIRE to operate the way it is designed to do. The TACFIRE system is capable 
of being mounted on any number of tactical wheeled or tracked vehicles and is 
therefore as mobile as the unit to which it is deployed. However, TACFIRE is still too 
large and too cumbersome and is not 'user friendly' enough to be considered as the 
solution to the current problems. 



4. Mobile Subscriber Equipment (MSE) 

Recognizing that neither stationary’ command posts, nor those requiring a 
long time to install and to remove, nor those with large electromagnetic signatures will 
probably survive on the next battlefield, a highly mobile communications system, 
capable of providing secure jam-resistant voice, data, and facsimile communications to 
Corps and Division Commanders is a necessity. The MSE system is designed to 
provide that, and consists of three separate components which interface to provide 
automatic self-regulating control of the system while creating the appearance of a 
dedicated communication link between two parties. It provides a terminal 
(workstation) for lengthy data message input and for the preparing, sending, and 
receiving of graphics (facsimile), as well as a light weight mobile digital radio telephone 
link for mobile operations supporting only voice and data use. MSE is capable of 
linking with wire as well, and interfaces with Echelons Above Corps (EAC). other U. S. 
Military Services. Joint and Allied Commands. Tactical Satellite Links, as well as 
commercial telephone systems. It is a versatile system designed to afford the maneuver 
commander the communications he requires to support the mobility of his forces. Its 
prime mover is the high-mobilitv, multi-purpose wheeled vehicle (the HMMWV), 
which is air transportable on military' aircraft, but is deployable with tracked vehicles as 
well. Like SINCGARS, this is not yet fielded and provides no increase in capabilities 
to the units on the battlefield, and once it is fielded, it will extend down only to the 
Battalion level, so that once again the units doing the fighting are not provided any 
state of the art communications equipment to assist them in their primary' job, which is 
fighting and winning. 

5. SINCGARS 

The Single Channel, Ground Airborne Radio System (SINCGARS) is the new 
family of military standard radios intended to replace the existing AN/VRC-12 series of 
radios. It is a long needed but not yet fielded product whose major fielding goals 
include an increase in the reliability of the tactical command and control 
communications systems, a modular design approach which will facilitate equipment 
repair and permit incremental growth to be applied as even newer capabilities are 
developed (i.e., it is an 'open' system), and compatibility with other command and 
control systems through the utilization of common circuit boards as well as other 
major components. These general areas of system improvements have been the 
obstacles to the continued growth and future use of the existing radios. SINCGARS 
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will allegedly increase the number of channels available for use to ground forces from 
the existing 920 channels available to 2,320 channels, by operating in the 30.000 to 
87.975 MHz range, in 25 kHz intervals [Ref. 19: pp. 1-11]. This radio system will be 
common to all ground vehicles, and will therefore be capable of supporting the 
communications requirements of all maneuver units, from the individual vehicle level 
and up. It will have the capability to operate in either a plain or encrypted mode, with 
or without utilizing its own electronic counter-counter (i.e., frequency hopping) 
measures. It will be fielded with some inherent nuclear hardening built into the system, 
while at the same time providing a significant reduction in the weight requirements of 
up to fifty percent. It will accept digital data at input rates ranging from 75 bps to 
4,S00 bps. or analog data at rates less than 1,200 bps. This is converted to 16 kbps to 
provide for error detection and correction. Synchronization is provided by an internal 
clock, but time discrepancies as large as one minute can be tolerated and 
communications will be established automatically [Ref. 19: pp. 12 - 33]. However, the 
system is not yet fielded, and so provides no genuine relief to maneuver commanders 
yet. and if fielded without a digital system capable of exploiting its transmission 
capabilities, then its only advantage will be its increased secure operations mode and its 
reduced weight. 

6. Position Locating Reporting System (PLRS) 

Currently still under testing and evaluation by both the Marine Corps and the 
Army, the PLRS consists of a UHF radio transceiver operating within the 420 to 450 
MHz spectrum linked with a microprocessor which automatically communicates with 
its Master Unit at least once a minute. In this way the position of friendly forces is 
accurately relayed, real-time, up the chain of command, and the user is not involved in 
the process at all. It's reports are accurate to within fifteen meters (according to 
current specifications), and can be used to coordinate artillery, air. and naval gun fire 
to support combat operations. Accurate location determination is a function of the 
time of arrival of the message updating the unit's position, which will be a function of 
the distance of the sending unit from the Master Unit. Because the Master Unit knows 
when the message should have arrived (based upon a known assignment of a time 
period), by calculating the difference between the two times, and through a process of 
triangulation, the location of the user is determined. One Master Unit will support up 
to 370 different reporting units, spread out over a distance of up to 2,300 square 
kilometers for ground forces and up to 90,000 square kilometers for airborne forces. 
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This coverage is possible because each PLRS unit can act as a repeater for any other 
PLRS unit. PLRS incorporates a time division multiplexing scheme in order to handle 
this quantity of information from its subordinate units, with each user receiving at least 
one of the uniquely identified time divided slots. Each slot is one-quarter second in 
length, and is divided between 12S users. During this small unit of time (1,950 
microseconds) a maximum of 94 bits of data is transmitted in 800 microseconds. The 
remaining time (1,150 microseconds) is used to provide the necessary buffer and 
overhead between adjacent assignments. PLRS utilizes three processors to achieve 
this: two AN UYK-20 processors and one AN7UYK-7 processor. One of the 
AN UYK-20's handles network control and related network management tasks; the 
other provides input/output processing for the system itself. The AN L’YK-7 is used 
to perform the calculations involved in calculating the users position [Ref. 20]. 
Unfortunately, this system is not yet fielded either, however it does begin to approach 
(in this one functional area of position reporting) a viable solution to the issue of 
overcoming problems related to battlefield reporting and information distribution. 

B. SUMMARY 

It should be obvious now that little has. been done at the battlefield level (i.e., the 
Battalion and below) since World War II to improve communications for the 
maneuver commander. While much. appears to be available 'just over the horizon': 
these improvements are still up to six or eight years away from being provided to the 
commander responsible for fighting the enemy on the battlefield. So. while 
improvements in the methods, means, and protocols have been implemented at higher 
levels of command. FM voice is still the primary' means of communication at the 
tactical level. 8 The irony of the situation is that the combat force multiplier which links 
the entire scheme of maneuver is the .communication system, but nothing has been 
fielded to provide a state-of-the-art system to that level of command and control. An 
analysis of the current decision-making process within a Battalion Task Force 
conducting dynamic operations similar to what is required by AirLand Battle doctrine 
describes the Battalion staff as being ". . . hard pressed . . . (and) hampered ... by 
sluggish information processing and manual handling . . ." of data in order to provide 



8 The same conclusion is drawn in Abram. J. M., Kinion. P. D., Gibbs, G. G.. 
Initial Candidates Report For The AD DCOM PE Battalion Domain Studv. a studv 
prepared for the Defense Advanced Research Projects Asencv (DARPA) and the L.S. 
Arriw's Communication and Electronic Command (CECOM), September 1986. paae 
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accurate pictures of the battlefield to support accurate decisions and to generate the 
necessary reports to execute those same decisions [Ref. 21: p. 1]. It is in this arena that 
BMS provides a significant improvement over existing FM voice communications, and 
it is to an overview of BMS that we now turn. 
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III. BACKGROUND OF BATTLEFIELD MANAGEMENT SYSTEM 



A. BATTLEFIELD MANAGEMENT SYSTEM (BMS) 

1. General System Description 

Based upon the introduction to BMS provided in Chapter One, BMS can be 
summarized as being an an electronic information gathering, processing, and 
distribution system, handling real-time battlefield information in a responsive manner. 
It must be designed to ensure the reliable transfer of battlefield information through 
the use of an end-to-end or a switch-to-switch data acknowledgment. The protocols 
selected for its operating system should be capable of automatically routing messages 
according to its self-monitoring and flow control specifications. BMS should support 
the same desirable features of our current system, such as establishing a hierarchy of 
priorities and levels - of security, but should improve upon the method these flexibilities 
are implemented. Should a unit in the network become dysfunctional, not only must 
BMS be capable of routing messages around it (i.e., there should be no single point of 
failure), but it must be capable of querying that node as to its status and reconstitute it 
if necessary . 9 

2. System Benefits 

BMS will unstress the battlefield fighter by reducing his own involvement in 
the reporting process, thereby freeing him up to concentrate on fighting the battle. It 
is the application of technology to this precise area that will provide one of the greatest 
benefit to maneuver commanders. BMS will facilitate timely and well-founded 
battlefield decisions at the fighter level, i.e., at Battalion and below. It will resolve 
current problems regarding the accuracy, accessibility, timeliness, and integrity of 
battlefield information. Because everyone will have the same 'view' of the battlefield, 
and because data will be updated automatically through hardware and software 
protocols, decisions will be based upon the best information available. The 
Commander will be able to see the battlefield in a fashion typified by the echeloning of 
Commanders above the battlefield in helicopters in Vietnam, except that now' this 

’BMS, genericallv represents more than just a communications device. It 
incorporates other vehicle improvements directlv related to fighting the battle, like the 
Commander's Individual Thermal Sieht (CITV) and an identification of friend or foe 
(IFF) function, but these aspects of BMS will not be addressed here. Our focus .is on 
the communicaticns-related improvements necessarv to support the Inter- Vehicular 
Information System ( I VIS). 
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